
Walking the Tightrope of Cybersecurity Risk Management
1



Presenter

2

Colin Taggart
Colin.Taggart@plantemoran.com
248-223-3235



Agenda

Top cyber trends 

Cybersecurity focus areas for executives 

Key takeaways

3



Recent Incidents
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72%
of businesses worldwide were 
affected by ransomware as of 2023. 
Source: Statista

8 out of 10
Organizations had at least one 
individual who fell victim to a 
phishing attempt by CISA 
Assessment teams. Source: CISA



New Ransomware Trends?Ransomware trends
Intelligence gathering 

Ransomware crime groups gather intelligence on intended victims, like studying financial statements for an 
organization’s financial position and using the information to scale ransom demands.

Double Extortion
Gain persistence in network to steal data before encrypting and to potentially continue to have a foothold 

after any recovery

Attacks on cloud service providers 
Ransomware writers are now targeting cloud service providers with network file encryption attacks as a 

way to hold hostage the maximum number of customers possible.
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Financial Institution Ransomware and Data Theft 
• Only 1 in 10 attacks were stopped before encryption took place. 
• Root cause - Exploited vulnerabilities (40%), emails (33%), and compromised 

credentials (23%) were the three most common entry points for significant 
ransomware attacks in the financial services sector. 

• 43% of financial services organizations paid the ransom to recover their 
encrypted data.
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Source: Sophos News

• Know which of your vendors who will assist with ransomware incidents
• Train teammates and test ransomware scenarios



Common Wire Fraud Attacks

Unexpected Request
Last-Minute Changes to Wire Instructions
Bogus “Problems” on Account Issues
Vendor Account Changes
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Social Engineering – Video Call Spoofing
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New Twist on Common Wire Fraud Attacks

Unexpected Request
Last-Minute Changes to Wire Instructions
Bogus “Problems” on Account Issues
Vendor Account Changes
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Business Email Compromise (BEC)

Account 
compromise

•Malware
•Phishing
•Weak password

Email 
monitoring

•Gather sensitive information
•Find money movement channels
•Learn communication style
•Identify best timing to strike

Fraudulent 
activity

•Send fake emails
•Auto-forward messages
•Delete messages from inbox/outbox
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How secret are answers to security questions?
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Risk-based authentication

Out of wallet

Out-of-band authentication

Alerts on failed attempts



Voice Biometrics
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Employee Focused Attacks
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Employee Based Incidents
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Source: Deltalogix

75% 95%Security breaches 
due to human error



Social Engineering – Multifactor Fatigue
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Phishing Text/Email Targeting New Hires
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Social Engineering Key Controls
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Policy

Training

Testing

Reporting/Responding



Password Compromises
Password re-use – compromised 
vendors/websites

Weak passwords

Password managers
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Technology Focused Attacks
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New Device Vulnerabilities – ITM’s

21



New Device Vulnerabilities – Wireless Mice

+
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Conditional Access
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Banned Password Lists
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Evolving Regulatory Expectations
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Regulatory Updates – August 29

8/31/25 – CAT Sunset
• NIST CSF 2.0

• CISA Cybersecurity Performance Goals

• CRI Profile 2.0

• CIS Critical Security Controls
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Regulatory Updates
June 2023 - Interagency Guidance 
on Third-Party Relationships: Risk 
Management

September 2023 – Updated 
Information Technology Risk 
Examination (InTREx) Procedure

SEC Cyber Incident Disclosure
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Regulatory Updates – Privacy Requirements
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Cyber insurance challengesCyber insurance challenges
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Cyber insurance challengesCyber insurance challenges

31



Takeaways
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1. Ongoing training on social engineering – calls, emails, and in-person

2. Support for Bank-wide password manager

3. Implement multifactor authentication –employee, Board, and customer

4. From mice to AI – assess security of new technologies

5. Test incident detection and response capabilities – and involve key 
vendors



Thank you!
Colin Taggart
Colin.Taggart@plantemoran.com
248-223-3235

33


	Walking the Tightrope of Cybersecurity Risk Management
	Colin Taggart�Colin.Taggart@plantemoran.com�248-223-3235
	Agenda��Top cyber trends ��Cybersecurity focus areas for executives ��Key takeaways�
	Recent Incidents
	Ransomware trends
	Financial Institution Ransomware and Data Theft 
	Common Wire Fraud Attacks
	Social Engineering – Video Call Spoofing
	Slide Number 9
	New Twist on Common Wire Fraud Attacks
	Business Email Compromise (BEC)
	How secret are answers to security questions?
	Voice Biometrics
	Employee Focused Attacks
	Employee Based Incidents
	Social Engineering – Multifactor Fatigue
	Phishing Text/Email Targeting New Hires
	Social Engineering Key Controls
	Password Compromises
	Technology Focused Attacks
	New Device Vulnerabilities – ITM’s
	New Device Vulnerabilities – Wireless Mice
	Slide Number 23
	Conditional Access
	Banned Password Lists
	Evolving Regulatory Expectations
	Regulatory Updates – August 29
	Regulatory Updates
	Regulatory Updates – Privacy Requirements
	Cyber insurance challenges
	Cyber insurance challenges
	Takeaways
	Thank you!

